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Answering the Call: The Latest News on Tracking Individuals via

Their Cellular Phones
By Alison Healey

There are 233 million cell phone owners in the United States, no fewer than 69% of the
country’s population.* Apple sold 270,000 iPhones during the product’s first two days on the
market.>  Society is increasingly dependent upon cell phones, making it easier for law
enforcement to locate and follow suspects and uncover criminal activity. In order to use this
technology effectively, officers need to know the case law regarding when, where, and how cell
phone users legally can be tracked.

Cellular Phone Technology

When turned on, a cell phone registers its location with the nearest cellular tower
approximately every seven seconds. When an individual moves, the signal moves too,
continually switching to the closest tower. Accordingly, one can get a very general sense of a
person’s location by learning with which tower a phone is registering. The greater the number of
cell towers in the area, the greater the accuracy. For example, in urban areas, there usually are
many towers, so one can gather more specific location information than in rural areas, where
towers may be miles apart. One can obtain more precise detail by using triangulation, which
measures the time delay or angle of arrival of the signal from a cell phone to the three nearest
cellular towers. Global positioning satellite (GPS) chips in newer cell phones allow for even
greater accuracy. Satellites broadcast signals from space that are picked up by GPS receivers,
including GPS chips in cell phones. Each receiver then provides three-dimensional location
information (latitude, longitude, and altitude) plus the time.®> Although GPS is not as useful
when the direct line to a satellite is broken, the system is being enhanced.* Approximately 90%
of cell phones currently have built-in GPS capabilities, with the potential to be pinpointed within
50 feet.° Due to the prevalence of cell phones in the United States and the rapid advances in
technology, courts are increasingly making decisions regarding the tracking of individuals by
law enforcement. People often carry their phones with them at all times, and, inevitably,
statutory and constitutional issues are emerging.

Obtaining the Location of Individual Cell Phone Users

So, what are the legal requirements for tracking an individual via his or her cell phone?
The short answer is: it depends. It depends on the location of the court—and possibly the
location of the targeted individual—as well as the type of information sought. Generally
speaking, probable cause is required.

Neither the United States Supreme Court nor Congress has explicitly addressed the issue

! According to the Cellular Telecommunications & Internet Association (CTIA), www.ctia.org.

2Jefferson Graham, Apple Says IPhone Sales Hit 270,000 in First Two Days, USA TopAY, July 26, 2007, at 1B.

® See http://www.gps.gov/.

* The signal between a phone and a satellite may be interrupted in urban areas or when the phone is indoors. The
U.S. Government is modernizing GPS, working on adding second and third civilian GPS signals as well as Assisted
GPS (A-GPS) technology to provide increased accuracy and reliability.

> Interestingly, iPhones do not have GPS chips.



of tracking individuals via their cell phones. However, since 2005, at least fifteen federal district
courts have ruled on government applications for acquiring “real-time” or “prospective” cell site
location information. *“Real-time” cell site information allows officers to locate a phone while it
ison and a call is in progress. It is a subset of “prospective” cell site information, which refers to
all cell site information generated after officers have received court permission to acquire it.°
Thus far, federal court decisions have pertained to cellular tower and triangulation data; tracking
individuals using cell phone GPS has only been referenced in dicta. The majority of courts have
held that probable cause is necessary to obtain real-time information about a cell phone user’s
current location.” A few have authorized the Government, on a showing of relevance and
materiality, to access real-time single cellular tower data and/or information transmitted at the
beginning and end of calls.® Under the minority view, a combination of three statutes—the Pen
Register and Trap and Trace Device Statute,’ the Stored Communications Act,’® and the
Communications Assistance for Law Enforcement Act''—Ilowers the threshold required to
obtain certain cell phone location data. To date, no published federal decision has allowed the
Government, absent probable cause, to employ a cell phone as an exact tracking device. In other
words, officers have not been permitted to gather detailed location information while a phone is
on but not in use.

Is a Cell Phone a “Tracking Device?”

A mobile tracking device is defined by statute as “an electronic or mechanical device
which permits the tracking of the movement of a person or object.”*? The statute also discusses
governmental “installation” of such devices.*® An individual can be located by cell phone using
GPS or triangulation without the installation of any equipment. Thus, “a cell phone is not a
tracking device as that term is commonly understood.”** Some courts presume that they are

® See In re the Application of the United States for an Order Authorizing the Installation and Use of a Pen Register,
402 F. Supp. 2d. 597, 599 (D. Md. 2005). Records stored by a wireless service provider that detail the location of a
cell phone in the past (i.e., prior to the entry of a court order authorizing government acquisition) are known as
“historical” cell site information. Historical data is outside the scope of this article; it can be obtained using a
subpoena or warrant, upon a demonstration of “reasonable grounds to believer” that the information is “relevant and
material to an ongoing criminal investigation.” See 18 U.S.C. § 2703(d).

" Jurisdictions presently adhering to the probable cause standard include: the Southern District of Texas, the District
of Maryland, the Western District of Louisiana, the Eastern and Western Districts of New York, the District of
Columbia, and the Eastern District of Wisconsin. There is also an unreported decision from the Northern District of
Indiana.

& Jurisdictions in which the minority view governs include: the Southern District of New York and the Southern
District of West Virginia. A magistrate judge in the Eastern District of California has held that it is not necessary to
obtain a warrant based on probable cause for cell site information, at least where the cell phone user being tracked is
outside of a place where he or she has an expectation of privacy.

°18 U.S.C. § 3121-3127. This statute is also known as Title 111 of the Electronic Communications Privacy Act of
1986 (ECPA).

19 Specifically, 18. U.S.C. §2703. This statute is also known as the Title Il of the ECPA.

147 U.S.C. § 1002.

218 U.S.C. § 3117(b).

318 U.S.C. §3117(a).

' In re the Application of the United States for an Order (1) Authorizing the Use of a Pen Register and a Trap and
Trace Device and (2) Authorizing the Release of Subscriber Information and/or Cell Site Information, 411 F. Supp.
2d 678 (W.D.La. 2006); see also In re Application for an Order Authorizing the Extension and Use of a Pen Register
Device, 2007 WL 397129 (E.D.Cal. 2007) (“[T]he device contemplated [when the tracking device statute was




equivalent,’® meaning that, as with other tracking devices, if a cell phone remains in a public
place where visual surveillance is available, the Fourth Amendment is not implicated and no
warrant is needed. Yet cell phones remain distinct in certain ways. Unlike other devices, the
Government initially needs some sort of court order to compel a wireless service provider to
furnish the cell site information.*® Moreover, many people have cell phones with them virtually
twenty four hours a day, seven days a week. The portability of phones enables them to travel
into both public and private places, raising the possibility that their location can reveal intimate
details of people’s lives.” When the phone is used to reveal detailed location information, such
as triangulation and GPS data, the Fourth Amendment must be considered. Accordingly, the
majority of courts have ruled that a Rule 41 search warrant based on probable cause is the
appropriate mechanism to obtain such information.*®

The Minority View: the Relevance and Materiality Standard

Most courts have labeled a cell phone as a tracking device and required the Government
to demonstrate probable cause in order to track a cell phone user in real time. However, a few
judges, upon a showing of relevance and materiality, have allowed law enforcement officers to
acquire single cellular tower data as well as information transmitted at the beginning and ending
of a person’s calls. This theory relies upon three statutes to form a hybrid authority that lowers
the necessary threshold. The basic premise is that cell phones are akin to pen registers, and cell
location data qualifies as “signaling information” under the Pen Register and Trap and Trace
Device Statute (“Pen/Trap Statute”).*® Pen/Trap information can be obtained upon a showing of
relevance. However, another statute, the Communications Assistance for Law Enforcement Act
(*CALEA”), prohibits the Government from gathering information that may disclose the
physical location of a subscriber if the information would be acquired solely pursuant to the
Pen/Trap Statute. A third statute, the Stored Communications Act (SCA), is used to eliminate
the “solely” problem. Courts have held that cell phone location data constitutes “other
information” under the SCA, which, like Pen/Trap information, can be obtained upon a showing
of relevance and materiality.®® Judges endorsing this approach do not disregard the importance

passed in 1986] was only of the ‘beeper’ variety . . . No use of cell phones and cell towers for tracking was expressly
contemplated, and perhaps was not even possible in 1986.”).

15 See In re Pen Register & Trap/Trace Device with Cell Site Location Auth., 396 F. Supp. 2d 747, 754 (S.D. Tex.
2005) (“While the cell phone was not originally conceived as a tracking device, law enforcement converts it to that
purpose by monitoring cell site data.”).

16 See In re Application of the United States of America for an Order Authorizing the Installation and Use of a Pen
Register, 402 F. Supp. 2d 597 (D. Md. 2005); Cell Site Location Auth., 396 F. Supp. 2d 747.

7 See In re Application of the United States of America, 402 F. Supp. 2d at n.10 (“[t]he Government cannot
guarantee that [a] cell phone and its possessor will remain in a public place,” which the court warns may result in an
invasion of privacy).

18 See id. at 605 (“When the Government seeks to acquire and use real time cell site information to identify the
location and movement of a phone and its possessor in real time, the court will issue a warrant upon a sworn
affidavit demonstrating probable cause to believe the information will yield evidence of a crime. The court will not
enter an order authorizing disclosure of real time cell site information under authority other than Rule 41, nor upon a
showing of less than probable cause.”); See also Cell Site Location Auth., 396 F. Supp. 2d at 757 (“As in any
tracking situation, it is impossible to know in advance whether the requested phone monitoring will invade the
target's Fourth Amendment rights. The mere possibility of such an invasion is sufficient to require the prudent
prosecutor to seek a Rule 41 search warrant.”).

18 U.S.C. § 3121.

%018 U.S.C. §§ 2703(c)(1) and 2703(d).




of the Fourth Amendment; rather, they simply seem to feel that if any invasions of privacy occur,
they can be dealt with through motions to suppress later on.?

Support for the Hybrid Theory is Weak

Approximately half a dozen courts have accepted the hybrid authority, though it is
doubtful that the three laws were intended to be applied in this manner. The statutes were passed
fifteen years apart, and none of them explicitly references the others. In 1994, when CALEA
was debated, then-FBI Director Freeh testified that the Act would not be used to learn about the
physical location of a mobile phone. Furthermore, Congress appears to have recognized a
privacy interest in cellular phone location information. In 1999, lawmakers enacted a bill
permitting the disclosure of location information of cell phone users only in an emergency
situation or upon consent by the customer.?> Congress also contemplated amending the SCA to
state that physical location information generated by a wireless service provider may only be
released to the Government pursuant to a court order based upon probable cause; so far, no such
law has been passed.

Conclusion

The legal requirements for real-time or prospective tracking of individuals by cell phone
remain uncertain. There are no United States Supreme Court decisions or statutes directly on
point. Lower court decisions are conflicting and do not specifically address the precision
tracking of cell phone users with GPS. Questions remain as to whether a cell phone user has an
expectation of privacy in his or her location, particularly because a person chooses whether or
not to carry a cell phone and whether or not to turn the phone on. Cell phone subscribers also are
aware that a third party—namely, a telecommunications provider—will be collecting
information about their use and location. Arguably, this all may result in a diminished subjective
expectation of privacy. Additionally, most members of society are eager to acquire the latest
electronic devices and use technology such as GPS, which makes the objective expectation of
privacy analysis more complicated. The answers to many of these issues are not yet known.
However, one thing is certain: with the sales of the iPhone projected to possibly reach 10 million
by the end of 2008,%® the tremendous popularity of GPS, and the fact that cell phones have
become a critical accessory, law enforcement officers will confront matters involving cell phone
tracking with increasing frequency. Due to potential Fourth Amendment implications, it is
advisable for the Government to proceed based on probable cause and equipped with a Rule 41
warrant, unless officers are certain that a cell phone will not be monitored in any place where a
person has a reasonable expectation of privacy.

Alison Healey is interning in the FLETC’s Legal and Computer & Financial Investigations Divisions during
summer 2007. She is entering her final year at Harvard Law School and will graduate in June 2008. She earned a
B.S. in Justice and Law Administration from Western Connecticut State University, graduating at the top of her
business school class.

21 See In re United States for Order for Prospective Cell Site Location Information, 460 F. Supp. 2d 448, 462
(S.D.N.Y. 20086).

%2 The Wireless Communication and Public Safety Act of 1999, Pub. L. No. 106-81, § 5, 113 Stat. 1288 (Oct. 26,
1999) (codified at 47 U.S.C. § 222(f)).

28 Jefferson Graham, Apple Says IPhone Sales Hit 270,000 in First Two Days, USA TopAY, July 26, 2007, at 1B.




CIRCUIT COURTS OF APPEALS
CASE SUMMARIES

12 CIRCUIT
U.S. v. Nascimento, 2007 U.S. App. LEXIS 15755, July 02, 2007

When police arrest a partially clothed individual charged with a crime of violence in his
home, the need to dress him may constitute an exigency justifying the officers in entering
another room in order to obtain needed clothing. When the police neither manipulate nor
use the situation as a pretext to carry out an otherwise impermissible search, the conduct of
the police in deciding to dress the suspect is reasonable. Common sense and practical
considerations must guide judgments about the reasonableness of searches and seizures. A
cabinet eight to ten feet away from an unrestrained suspect can be said to be within the
suspect's immediate control and subject to search incident to arrest.

Click HERE for the court’s opinion.

* Kk k%

U.S. v. Teleguz, (no Lexis cite found), July 24, 2007

When a driver heeds a police order to stop only to drive away as the police approach the
vehicle, the driver has not been seized within the meaning of the Fourth Amendment. A
“seizure” requires submission to police authority. The driver’s initial fleeting stop does not
amount to such submission.

Click HERE for the court’s opinion.

* k%

4™ CIRCUIT
U.S. v. Soriano-Jarquin, 2007 U.S. App. LEXIS 16402, July 11, 2007

A simple request for identification from passengers falls within the purview of a lawful traffic
stop and does not constitute a separate Fourth Amendment event. Just as the officer may ask
for the identification of the driver of a lawfully stopped vehicle, so he may request
identification of the passengers also lawfully stopped. No separate showing is required.
Officers performing a lawful stop are authorized to take such steps as are reasonably necessary
to protect their personal safety thereafter. When an officer legitimately stops a vehicle, the
identity of the persons in whose company the officer suddenly finds himself may be pertinent to
the officer’s well-being.

The 8™ and 11" Circuits agree (cites omitted).

Click HERE for the court’s opinion.


http://laws.lp.findlaw.com/1st/061152.html
http://laws.lp.findlaw.com/1st/061751.html
http://caselaw.lp.findlaw.com/data2/circs/4th/054962p.pdf

6™ CIRCUIT

Meals v. City of Memphis, 2007 U.S. App. LEXIS 16386, July 11, 2007

A 42 U.S.C. § 1983 claim may be brought against a police officer under the Fourteenth
Amendment for death or injury to innocent third parties where the injury results from a
pursuit. To prevail on such a claim, a plaintiff must prove that the police officer’s conduct
“shocks the conscience.” Only a purpose to cause harm unrelated to the legitimate object
of arrest will satisfy the element of arbitrary conduct shocking to the conscience, necessary
for a due process violation. High-speed chases with no intent to harm suspects physically or
to worsen their legal plight do not give rise to liability under § 1983. Violation of the City's
police vehicle operation and pursuit policy can raise a question as to whether there was
malice with intent to worsen legal plight. In the absence of evidence from which a jury
could infer a purpose to cause harm unrelated to the legitimate object of the chase, the
evidence does not satisfy the requisite element of arbitrary conduct shocking the
conscience.

Click HERE for the court’s opinion.

* Kk k%

8™ CIRCUIT
U.S. v. Piwowar, 2007 U.S. App. LEXIS 15941, July 05, 2007

The holder of the key, be it to the dwelling, vehicle or motel room in question, has
constructive possession of the contents therein. The government is not required to show
knowing possession of the key. Mere proof of possession of the key is sufficient to prove the
knowing possession of the contents.

Click HERE for the court’s opinion.

* Kk k%

o CIRCUIT
U.S. v. Horvath, 2007 U.S. App. LEXIS 16258, July 10, 2007

Any person who knowingly and willfully makes a materially false statement to the federal
government is subject to criminal liability under 18 U.S.C. 8 1001(a) except when the false
statements are submitted to a judge by a party to a judicial proceeding. When, but only
when, the probation officer is required by law to include such a statement in the PSR and
to submit the PSR to the judge, the statement falls within the exception in § 1001(b).

Click HERE for the court’s opinion.


http://caselaw.lp.findlaw.com/data2/circs/6th/055953p.pdf
http://caselaw.lp.findlaw.com/data2/circs/8th/063396p.pdf
http://caselaw.lp.findlaw.com/data2/circs/9th/0630447p.pdf

U.S. v. Abbouchi, 2007 U.S. App. LEXIS 16702, July 13, 2007

Border searches of persons and property entering and exiting the United States are
reasonable simply by virtue of the fact that they occur at the border. These searches may
take place at the physical border or its “functional equivalent.” “Extended border
searches” are typically separated by a greater distance and time from the actual border
than searches at the functional equivalent of the border. Extended border searches
necessarily entail a greater level of intrusion on legitimate expectations of privacy than an
ordinary border search because of their delayed nature. The government must justify
them with reasonable suspicion that the search may uncover contraband or evidence of
criminal activity.

When a UPS sorting hub represents the last practicable opportunity for Customs officers
to inspect international packages before UPS places them into sealed containers for
departure from the United States, the search takes place at the functional equivalent of the
border, even if the airplanes briefly stop at another hub or airport to refuel or redistribute
cargo before departing our country. Such searches require no level of articulable suspicion
to be reasonable.

Social security cards are “identification documents” within the meaning of 18 U.S.C. 8
1028(a)(2).

The 4™ Circuit agrees (cite omitted).

Click HERE for the court’s opinion.

* * k%

10% CIRCUIT

U.S. v. McKerrell, 2007 U.S. App. LEXIS 15960, July 05, 2007

Barricading oneself in one’s home to avoid arrest on a warrant is not the functional
equivalent of an express refusal of consent to search the home. Evidence that the police
removed the potentially objecting tenant from the scene to avoid his or her objection may
render a subsequent consent search unconstitutional. The bare fact of the arrest and
transport to the police station does not support a conclusion that police removed the
arrestee to mute a potential objection to a search. A co-tenant’s consent to search a shared
residence is valid as against the absent, nonconsenting tenant.

Click HERE for the court’s opinion.

* * * %

10


http://caselaw.lp.findlaw.com/data2/circs/9th/0550962p.pdf
http://laws.lp.findlaw.com/10th/065209.html

Callahan v. Millard County, 2007 U.S. App. LEXIS 16853, July 16, 2007

The *“consent-once-removed” doctrine applies when an undercover officer enters a house at
the express invitation of someone with authority to consent, establishes probable cause to
arrest or search, and then immediately summons other officers for assistance. There is no
constitutional distinction between an entry or search by an individual police officer and an
entry or search by several police officers.

The 6™, 7", and 9™ Circuits agree (cites omitted).

The *“consent-once-removed” doctrine does not apply when an informant is invited into a
house who then in turn invites the police. In this context, the person with authority to
consent never consented to the entry of police into the house.

The 6™ and 7" Circuits disagree and have broadened the doctrine to grant informants the
same capabilities as undercover officers (cites omitted).

Click HERE for the court’s opinion.

* * k%

118 CIRCUIT

U.S. v. Ciszkowski, 2007 U.S. App. LEXIS 17251, July 20, 2007

For purposes of applying the 30 year mandatory minimum sentence under 18 U.S.C. §
924(c)(1)(B)(ii), the government must prove that the firearm was equipped with a silencer
but need not prove that the defendant knew the firearm was equipped with a silencer.

Click HERE for the court’s opinion.

* k%

U.S. v. Lopez-Vanegas, 2007 U.S. App. LEXIS 17792, July 26, 2007

Title 21 U.S.C. 8 841(a)(1), in conjunction with 8846, makes it unlawful for any person to
conspire to possess with the intent to distribute a controlled substance, such as cocaine.
Section 841(a)(1) does not apply to possession outside United States territory unless the
possessor intends to distribute the contraband within the United States. There can be no
violation of § 846 if the object of the conspiracy is not a violation of § 841. When the object
of the conspiracy is to possess controlled substances outside the United States with the
intent to distribute outside the United States, there is no violation of § 841(a)(1) or § 846.

Click HERE for the court’s opinion.
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http://laws.lp.findlaw.com/10th/064135.html
http://caselaw.lp.findlaw.com/data2/circs/11th/0612592p.pdf
http://caselaw.lp.findlaw.com/data2/circs/11th/0515021p.pdf

