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Tracking
“Bad Guys”

Legal Considerations
in Using GPS

By KEITH HODGES, J.D.

T
he ready availability 
and increasing afford-
ability of global posi­

tioning system (GPS) devices 
allow law enforcement agencies 
to efficiently, accurately, and 
safely track the movement of 
vehicles.1 The results of GPS 
tracking create a permanent 
and credible record of precisely 
where the tracked vehicle was 
and the time it was there. To use 

this technology, officers must 
have lawful access to the target 
vehicle to install certain 
instruments. 

The simplest form of instal­
lation consists of a GPS receiv­
er, antenna, power supply, and 
logging device that record 
where the vehicle has moved. 
Depending on the equipment, 
officers can remotely obtain 
data electronically or by 

physically retrieving the log­
ging device from the vehicle. 
The apparatus could be in single 
or multiple units. Live-tracking 
applications will require all of 
these items plus a transmitter 
and its separate antenna. 

The quality of information 
derived from these devices and 
their relative simplicity make 
the use of GPS technology 
attractive to law enforcement. 
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permanent

precisely

Prior to employing such tech­
nology, officers must be aware 
of the legal issues that arise 
with the installation of the tech­
nology, as well as its monitor­
ing. This article explores these 
legal issues and provides an 
overview of a recent change to 
the federal search warrant 
statute to address tracking 
technology. 

THE ISSUES 

The federal electronic sur­
veillance statute (Title III) does 
not implicate the use of GPS 
devices or intercepting their 
transmissions.2 Title III (Title 
18, Section 2510 (12)(C), U.S. 
Code) specifically excludes sig­
nals by mobile tracking devices, 
such as GPS, from federal wire­
tap law.3 

Fourth Amendment consid­
erations do apply, however, to 
the installation and monitoring 

of GPS devices. When installing 
the technology, Fourth Amend­
ment consideration arise if 
officers need to intrude into an 
area where people have a 
reasonable expectation of 
privacy. With such installations, 
the Fourth Amendment applies 
and the officers will need a 
warrant. If not, a warrant is not 
required. 

Not only do Fourth Amend­
ment privacy expectations 
apply to the installation of GPS 
devices on vehicles but track­
ing the vehicle once the device 
is installed also may require 
a warrant. In a case involving 
radio frequency (RF) tracking,4 

the U.S. Supreme Court has 
held that the Fourth Amendment 
warrant requirement is not trig­
gered if the vehicle is tracked in 
public places, which include all 
public roads and highways.5 If 
the tracking will be done while 

“ The results of GPS 
tracking create a

 and 
credible record of

 where the 
tracked vehicle was and 

the time it was there. 

Mr. Hodges is a senior instructor in the Federal Law Enforcement 
Training Center‘s Legal Division at Glynco, Georgia. ” 

the vehicle is in an area where 
there is a privacy expectation, 
however, a warrant is required.6 

As a practical matter, due to 
limitations on GPS technology, 
tracking in a nonpublic area 
likely is not feasible because 
current GPS technology, unlike 
RF transmitters and receivers, 
does not work in areas where 
the GPS receiver cannot obtain 
a satellite signal (e.g., indoors 
or under shelter). 

However, GPS is more 
intrusive than RF tracking be­
cause of GPS’ ability to capture 
greater detail. Also, unlike 
much RF tracking technology, 
GPS can be placed on a vehicle 
and the data retrieved many 
days or weeks later. Based on 
these differences, as well as the 
prevalence of GPS tracking and 
the uncertainty of state laws, the 
issue may reach the Supreme 
Court in the next few years. 
While the RF tracking analogy 
would appear to indicate that 
the Court will uphold warrant­
less GPS tracking in public 
places, it is difficult to accu­
rately predict how the Supreme 
Court will rule.7 

In short, no federal case re­
quires a warrant to track in pub­
lic places, assuming the instal­
lation of the device was lawful. 
While the Supreme Court has 
not yet decided the issue with 
regard to GPS, it did determine 
in 1983 that RF (beeper) track­
ing on public roadways does not 

trigger the Fourth Amendment.8 
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THE MODIFICATION 
TO RULE 41: 
TRACKING DEVICES 

On December 1, 2006, 
Rule 41 of the Federal Rules of 
Criminal Procedure was modi­
fied to set forth procedures for 
federal agents to obtain, pro­
cess, and return warrants to 
install and use tracking devices. 
In general, the rule allows for a 
magistrate judge to issue a war­
rant authorizing the installation 
of a tracking device and re­
quires a return be made, inform­
ing the issuing magistrate judge 
of details of the installation, 
and notice to be provided to the 
target of the order.9 It appears 
that Section 3117 will become 
irrelevant except for the defini­
tion of a tracking device.10 

•	 Rule 41(b)(4) Authority to 
Issue the Warrant: A mag­
istrate judge in the district 
where the device will be 
installed may issue a war­
rant to install a tracking 
device. The issuing magis­
trate judge may authorize 
tracking in the district where 
the device will be installed, 
as well as any other district 
in which it may travel. 

•	 Rule 41(e)(2)(B) Contents 
of the Warrant: The warrant 
must contain the identity of 
the person or property to be 
tracked and that of the mag­
istrate judge to whom the 
return on the warrant will be 
made. It also must denote 
a reasonable period of time 

that the device may be used, 
not to exceed 45 days. Other 
extensions for not more than 
45 days may be granted 
for good cause shown.11 

The warrant must include 
a command that the device 
be installed within 10 days 
or less from the time the 
warrant is issued and dur­
ing the daytime unless the 
magistrate, for good cause 
shown, authorizes another 
time, along with a command 
that there will be a return on 
the warrant. 

“ The quality of 
information derived 
from these devices 
and their relative 

simplicity make the 
use of GPS technology 

attractive to law 
enforcement. 

” •	 Rule 41(f)(2) Return on 
Warrant: Within 10 days 
after use of the device has 
ended, the officer execut­
ing the warrant must make 
the return to the magis­
trate judge specified in the 
warrant. The return must 
contain the exact dates and 
times of both installing 
the device and the period 

in which it was used. The 
return must be served on the 
person who was tracked or 
whose property was tracked 
within 10 days after use of 
the device has ended.12 

•	 Rule 41(f)(3) Delays in the 
Return: Upon request of the 
government, the magistrate 
judge may delay providing 
the notice required by the 
return. 

THE CASE 

A federal grand jury in­
dicted Joe Smith for assorted 
and serious firearms and drug 
trafficking offenses. His trial 
will begin in a few months, 
and he currently is held with­
out bail. Several government 
witnesses subpoenaed to testify 
have reported to federal agents 
that they believe they are being 
harassed and threatened because 
of their role in the upcoming 
trial. Unknown individuals 
have vandalized the witness­
es’ property. These incidents 
have occurred at random occa­
sions and locations, including 
the witnesses’ homes and places 
of employment, the residences 
of friends and relatives during 
the witnesses’ visits, and the 
witnesses’ cars parked in pub­
lic places. In several instances, 
weapons have been fired at 
homes where the witnesses live 
or were visiting. Authorities 
have tried to conduct surveil­
lance, but all efforts have 
proved unsuccessful. Resources 
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do not exist to offer 24-hour 
protection to all of the witnesses 
or to maintain surveillance of 
all possible perpetrators and 
locations. 

From what agents have 
discovered so far, it appears 
someone is engaged in witness 
tampering in violation of Title 
18, Section 1512 of the U.S. 
Code, as well as other offenses. 
These activities, if they contin­
ue, could jeopardize the Smith 
trial. 

The agents have developed 
four of Smith’s close associ­
ates—Abbott, Brown, Chas­
tain, and DeLorean—as likely 
suspects. The evidence col­
lected to date does not amount 
to probable cause to believe that 
these individuals have commit­
ted offenses. The agents decide 
to leverage the tracking capa­
bilities of GPS to compare the 
timing and location of specifi c 
future events with the move­
ment of the suspects’ vehicles. 

Abbott lives in a suburban 
development and usually parks 
his automobile on the street. 
Brown resides in a gated com­
munity and parks his car in his 
driveway. Chastain regularly 
keeps his vehicle in the garage 
at his home. Technicians advise 
that they can accomplish the 
GPS installations for Abbott, 
Brown, and Chastain without 
intruding into the automobiles. 
But, with DeLorean, who owns 
a sports car, technicians advise 
that they cannot install a GPS 

device on the exterior of the 
vehicle without it being dis­
covered. They will need to get 
into the car to conceal the 
equipment. 

The agents now have the 
equipment and other resources 
to use GPS tracking devices. 
But, what legal authority must 
they acquire to install and use 
them? 

“ Under federal 
evidence law, only the 

original of a writing 
may be admitted 

unless certain 
exceptions apply. 

” Tracking Abbott 

Abbott lives in a residen­
tial neighborhood and parks 
his automobile on the street, a 
public place where the agents 
can freely approach his car. 
Federal law clearly shows that 
although Abbott has an expecta­
tion of privacy in the interior 
of his vehicle, he does not have 
it for the car’s exterior.13 The 
law allows the agents, without 
a warrant, to access Abbott’s 
automobile to install a track­
ing device on its exterior.14 If 
the agents need to get into his 
car to install the equipment or 
to tie into the vehicle’s wiring, 

however, then they will need a 
warrant because this constitutes 
an intrusion into an area where 
Abbott has an expectation of 
privacy. 

Tracking Brown 

Brown’s situation is a little 
different because he lives in 
a gated community and parks 
his car in his driveway. How­
ever, these two factors will not 
likely alter the Fourth Amend­
ment analysis, as with vehicles 
parked on public streets, given 
no expectation of privacy exists 
for those in parking lots15 or on 
streets in gated communities.16 

Because Brown has no expecta­
tion of privacy for the exterior 
of his car parked in a gated 
community, nothing prevents 
the agents from entering the 
area to locate the vehicle. 

The fact that Brown keeps 
his automobile parked in his 
driveway makes warrantless 
installation a closer call. Fed­
eral cases support the position 
that no expectation of privacy 
occurs in the usual residential 
driveway,17 but this determi­
nation always will depend on 
the driveway’s length, what 
measures the homeowner has 
taken to restrict the driveway 
from public view and access, 
and other considerations that 
officers should discuss with an 
assistant U.S. attorney before 
attempting a warrantless instal­
lation. Obtaining a warrant or 
waiting for the vehicle to move 
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to a public place might repre­
sent a better option. 

Tracking Chastain 

Chastain presents a greater 
challenge. He parks his car in 
his garage, an area within his 
curtilage where he has an ex­
pectation of privacy. While the 
agents do not need a warrant to 
install a device on the exterior 
of his vehicle, they must intrude 
into an area where Chastain has 
an expectation of privacy to ac­
cess it in the garage. Unless the 
agents can locate his automobile 
in a public place to install an 
external device, they will need 

a warrant. 

Tracking DeLorean 

Where DeLorean parks 
his car is of no importance; 
the agents will need a warrant 
because they must get into the 
automobile to install the device. 
Intrusions into the passenger 
compartment, trunk, or under 
the hood of a vehicle to access 
its wiring or power sources or 
to install a device or antenna are 
interior installations. Officers 
should be conservative and con­
sider an external installation as 
one that involves the installation 
of all components of the track­
ing device and any transmit­
ters, including power sources 
and antennas, on the exterior of 
the vehicle. Conversely, if it is 
necessary to get into the car to 
install any of the components, 
a warrant is required. 

© Photos.com 

THE INVESTIGATION 

Because the agents investi­
gating the four suspects will 
attempt to track the vehicles 
only as they move on public 
roads and highways, a warrant 
is not required to do the track­
ing. The agents decide to install 
a tracking device on the exterior 
of Abbott’s car, usually parked 
on a dimly lit street in a residen­
tial neighborhood. In Abbott’s 
case, no expectation of privacy 
exists, so a warrant is not 
required. 

For Brown, the agents 
choose not to install a track­
ing device on his vehicle while 
it sits in the driveway in the 
gated community, which is well 
lighted and patrolled by pri­
vate security. Instead, they will 
install a device on the exterior 
of Brown’s automobile when it 
is parked at a restaurant where 
he works at night. No warrant is 
required. 

The agents determine that it 
is not feasible, even with a war­
rant, to get into Chastain’s ga­
rage to access his car and install 
a device. They decide to install 
the equipment on the exterior of 
Chastain’s automobile when he 
leaves it unattended in the park­
ing garage of his girlfriend’s 
apartment building. A warrant 
is not required. 

Even if the agents can 
approach the exterior of De-
Lorean’s car without invading 
an area where he has an ex­
pectation of privacy, they still 
will have to obtain a warrant 
because they must get inside 
the vehicle to install the device. 
This need motivates the agents 
to collect more information on 
DeLorean. As they check police 
reports about some of the inci­
dents, a pattern emerges. A car 
like his was reported circling 
two of the victims’ houses when 
the events occurred. DeLorean 
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also got a speeding ticket that 
put him near the time and place 
of a third incident. Further, 
DeLorean told a fellow em­
ployee, “I can tell you that none 
of these witnesses have the guts 
to testify against my friend; I 
am making sure of that.” The 
same person told the agents that 
DeLorean is scheduled to fly to 
“somewhere in the Caribbean” 
for a short vacation and that he 
usually drives his automobile 
to the airport when he flies. 
Based on this information, the 
agents obtain a warrant from 
the magistrate judge to install 
the device in DeLorean’s car 
when he leaves it at the airport 
parking garage. They also ask 
the magistrate to allow them to 
move the vehicle to a more se­
cure or better-lit location if that 
becomes necessary. 

THE OUTCOME 

Technicians install the four 
GPS devices according to plan. 
In the case of Chastain and De-
Lorean, the analysis of the data 
captured shows that on several 
occasions, Chastain and DeLo­
rean were in the exact location 
and within a small window 
of time when acts of witness 
tampering occurred (vandalism 
of cars, rocks thrown through 
windows, and shots fired at a 
witness’ house). This evidence, 
along with other information 
developed by the agents, leads 
to the indictment of Chastain 
and DeLorean for witness tam­
pering and other offenses. 

Under federal evidence 
law, only the original of a writ­
ing may be admitted unless 
certain exceptions apply. This 
constitutes the crux of the best 

© brandXpictures 

evidence rule.18 What officers 
see on a computer screen or the 
display of a GPS device is a 
writing. Testimony about what 
an officer saw on the screen or 
display—without having the 
writing available in court— 
should not withstand a best evi­
dence objection. What is needed 
is either a photograph of the 
screen or display or a “screen 
print” to satisfy the requirement 
for an original.19 Either of the 
two following options would 
work the best: 1) download the 
GPS data and create a printout 
or 2) display the data in court. 

To prepare for court, it is 
not sufficient for the agents to 
testify that they read the data 
and the information revealed 
the location of the suspects’ 
vehicles at certain times and 
places. Rather, the agents must 
present the printouts of the data 
and probably have a computer 
with the appropriate software 
to show the judge and jury the 
results of the tracking operation. 
Of course, first, they must lay a 
foundation with testimony about 
how GPS works, the details of 
the installation of the devices, 
and the analysis of the data. 

United States v. Bennett 
can demonstrate the conse­
quences of not following these 
principles.20 Federal officers 
boarded a drug-laden vessel. To 
determine whether it had trav­
eled “from any place outside the 
United States” in violation 
of importation laws, the 
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officers examined the “back­
track” feature on a GPS device 
found onboard. The officers 
did not download the data nor 
seize the device. The trial court 
permitted the boarding officers 
to testify that the GPS display 
indicated that the vessel had 
traveled from Mexican waters 
into those of the United States. 
On appeal, however, the impor­
tation conviction was reversed 
because the officers’ testimonies 
violated the best evidence rule. 

CONCLUSION 

It is important to recognize 
that the new Federal Rule of 
Criminal Procedure 41 does not 
change the law regarding when 
a warrant is required to install 
or track. It only sets forth the 
procedure to request and issue a 
warrant if one is required. 

When employing global 
positioning system devices, 
officers should use warrants 
whenever possible for four 
main reasons. First, warrants 
are more likely to fulfill the 
Fourth Amendment’s 
reasonableness requirement. 
Next, local, county, and state 
officers may not know whether 
a state court will read the state 
constitution to require a warrant 
even if the Fourth Amendment 
and federal case law would 
not. In addition, warrants give 
officers flexibility in the event 
that the initial plan to make 
a warrantless installation is 
thwarted. For example, when 

attempting to execute a warrant­
less installation, officers might 
discover that the vehicle has 
moved into an area where there 
is a privacy expectation or that 
only an internal installation is 
feasible. Having a warrant in 
hand will allow the installation 
to go forward. Finally, officers 
may need a warrant if they have 
to change, maintain, reinstall, 
or retrieve the device in an area 
where a reasonable expecta­
tion of privacy exists, as when 
the vehicle is garaged in such 
a location after the device is 
installed. 

“ ...first, they must lay

a foundation with


testimony about how

GPS works, the details


of the installation

of the devices,


and the analysis

of the data.
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